News filtered through Compsci 82

® Who do yvou call when the Internet Breaks?

® BPG Security Hole at DefCon

® Pakistan shuts down YouTube world wide
> Video of shutdown (kind of)

Youl [T
Unblocked
in
Pakistan

Compsci 82, Fall 2009 21

News Sources

m @ http://slashdot.org/

@ http:/www.nytimes.com

The New JJork Times

@ http://allthingsd.com/

® http://www.theregister.co.uk/

The A Register
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Internet Protocol RFC 791, 1981

http://www.ietf.org/rfc/rfc791. txt

The internet protocol is specifically limited in scope to
provide the functions necessary to deliver a package of
bits (an internet datagram) from a source to a
destination over an interconnected system of networks.
There are no mechanisms to augment end-to-end data
reliability, flow control, sequencing, or other services
commonly found in host-to-host protocols. The internet
protocol can capitalize on the services of its supporting
networks to provide various types and qualities of
service.
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Internet Protocol RFC 791, 1981

http://www.ietf.org/rfc/rfc791. txt

A distinction is made between names,
addresses, and routes [4]. A name indicates
what we seek. An address indicates where it is.
Aroute indicates how to get there. The internet
protocol deals primarily with addresses.
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An address indicates where it is

® IPv4 address: dotted quad
>dig www.cnn.com : 157.166.224.25
> Why do we use name and not address?
> Quad part: 0-255, note that 28=256
> Why is this a 32-bit address? What's a bit?
> Limitations of 32 bits?

® DNS: map name to address
® Routers: map address to route
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Internet Addresses and Routing

There's no place
Tike 127.0.0.1

Thinkgeek.com

Compsci 82, Fall 2009 26

Names, numbers, routes

® www.nus.edu.sg

® www.duke.edu www.traceroute.org

® www.stanford.edu

visualroute.visualware.com

® www.google.cn

® www.tsinghu.edu.cn |g How does a packet
know where to go?

® How do we find IP fo
each name?

® How does Internet?
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What is the Internet?

® A collection of autonomous systems (AS)s
» Network of networks
»> How do these networks communicate?
» Country level, company level, ...
> Until 2007, 16-bit AS numbers, now 32...

® An AS has lots of IP addresses, all sharing a
common prefix

» AS communicates outward by BGP
> Border Gateway Protocol
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IP addresses, who makes them?

® IANA, ICANN, Jon Postel?
» Give me a bunch of numbers, please.
» All share common prefix, why?

©® 152.3.119.0/24 means 256 addresses
»152.3.119.0, 152.3.119.1, ..., 152.3.119.255
® 152.3.112.0/20 means 4,096 addresses
»152.3.112.0, 152.3.112.1, ...152.3.127.255
® The /24 is more specific than the /20
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BGP for routing

® YouTube has ASN 36561

® Duke has ASN 13371

® BGP Routers communicate with neighbors
> I'have a route to xyz
> I'have a route to xyz
> 45,000 updates/minute

® No central source of trust, who do you trust?
» Transitive trust model for BGP routing

Compsci 82, Fall 2009

IETF: Internet Engineering Task Force

® “governs” the Internet (according to some)

> What does this mean? Who elects the
members?

® RFC: request for comments

® Anyone can write an RFC and independently submit
it to the RFC Editor for possible publication. It will
be published after review, and perhaps revision, for
technical competence, relevance, and adequate
writing
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What does the IETF do? giJuniper

ETWORK

® The IETF has at times been ascribed nearly
magical abilities by the trade press, who
assumed its mechanisms were responsible
for the success of the Internet because it
works on the Internet's core protocols. The
reality that it is a group of engineers putting
together specifications so that multiple
vendors' products can operate across
networks is considerably more mundane.
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The Tao of the IETF G

® http://www.ietf.org/tao.htm

® The Internet Engineering Task Force is a
loosely self-organized group of people who
contribute to the engineering and evolution
of Internet technologies. It is the principal
body engaged in the development of new
Internet standard specifications. The IETF is
unusual in that it exists as a collection of
happenings, but is not a corporation and has

no board of directors, no members, and no
dues;
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Rough consensus and running code

® One of the "founding beliefs" is embodied in an early quote
about the IETF from David Clark: "We reject kings,
presidents and voting. We believe in rough
consensus and running code". Another early
quote that has become a commonly-held
belief in the IETF comes from Jon Postel:
"Be conservative in what you send and
liberal in what you accept".
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Is the IETF a governing body?

"A government interested in using us is a
government interested in how we work." In
other words, once governments realize what
a treasure there is in the Net, they want to
mess with it, regulate it, and censor it

http:/www.wired.com/wired/archive/3.10/ietf pr.html
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Who runs the Internet? You do!

® One more thing that is important for
newcomers: the IETF in no way "runs the
Internet", despite what some people
mistakenly might say. The IETF makes
standards that are often adopted by Internet
users, but it does not control, or even patrol,
the Internet. If your interest in the IETF is
because you want to be part of the overseers,
you may be badly disappointed by the IETF.

M

http://www.marvel.com/universe/Antiphon_the_Overseer
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