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Outline	  
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Query	  Answering	  
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Model	  
•  Database	  of	  bits:	  	  
	  
•  Queries:	  Subset	  sums	  

–  Consider	  

–  	  	  

•  Perturbed	  Answer	  returned	  by	  a	  private	  algorithm:	  

–  Error:	  	  	  	  
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Blatant	  Non-‐Privacy	  
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•  	  dist(c,d)	  =	  Hamming	  distance	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  =	  number	  of	  posiGons	  where	  databases	  c	  and	  d	  differ.	  

•  	  neg(n):	  

•  Meaning	  of	  the	  definiGon:	  	  
A	  database	  d	  along	  with	  a	  perturbed	  access	  mechanism	  A	  is	  t(n)-‐non-‐private	  if	  
an	  aYacker	  can	  “decode”	  the	  database	  with	  high	  probability	  using	  query-‐
(perturbed)	  answer	  pairs	  in	  t(n)	  Gme.	  	  	  
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ExponenGal	  Time	  Adversary	  
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ExponenGal	  number	  of	  query,	  answer	  pairs	  



ExponenGal	  Time	  Adversary	  
A6ack	  always	  terminates	  	  (why?)	  

•  Algorithm	  considers	  all	  database	  in	  the	  weeding	  phase.	  	  
•  Original	  database	  d	  is	  never	  weeded	  out.	  	  

Lecture	  7	  :	  590.03	  Fall	  13	   8	  



ExponenGal	  Time	  Adversary	  
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Database	  c	  would	  not	  have	  	  
passed	  the	  weeding	  phase	  



ExponenGal	  Time	  Adversary	  
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With	  an	  exponenGal	  number	  of	  queries,	  an	  adversary	  can	  
reconstruct	  the	  enGre	  database	  even	  if	  error	  in	  each	  query	  is	  o(n)	  



ExponenGal	  Time	  Adversary	  
•  What	  about	  Θ(n)	  error?	  	  

•  Error	  =	  n/2	  
–  Trivial	  …	  
–  Always	  answer	  n/2	  
–  No	  uGlity	  

•  Error	  =	  n/40	  
–  Hint:	  Using	  the	  proof	  of	  the	  theorem	  …	  
–  Can	  reconstruct	  9/10	  of	  the	  database!	  	  
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Summary	  of	  ExponenGal	  Adversary	  
•  An	  adversary	  who	  can	  ask	  all	  queries	  can	  reconstruct	  a	  large	  

fracGon	  of	  the	  database	  with	  probability	  1.	  	  

•  What	  if	  the	  adversary	  is	  only	  allowed	  to	  asked	  a	  small	  set	  of	  
queries?	  	  
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Polynomial	  Time	  Adversaries	  
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Polynomial	  Time	  Adversaries	  
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With	  n	  log2n	  queries,	  an	  adversary	  can	  reconstruct	  the	  enGre	  
database	  even	  if	  error	  in	  each	  query	  is	  o(√n)	  



Summary	  of	  negaGve	  results	  
•  AYackers	  can	  ask	  mulGple	  quesGons	  to	  the	  database	  to	  learn	  

sensiGve	  informaGon,	  even	  when	  each	  query	  answer	  is	  perturbed	  

•  General	  result	  
–  PerturbaGon	  need	  not	  be	  independent	  for	  each	  query	  (no	  assumpGon	  on	  

how	  noise	  is	  infused)	  
–  Subset	  sum	  queries	  are	  quite	  general.	  Just	  use	  a	  random	  set	  of	  queries	  …	  
–  Both	  exponenGal	  Gme	  and	  polynomial	  Gme	  aYacks	  

•  Need	  to	  think	  of	  privacy	  as	  a	  budget-‐constrained	  problem	  
–  Given	  a	  perturbaGon	  level,	  there	  is	  an	  upper	  bound	  on	  the	  number	  of	  

queries	  that	  can	  be	  answered.	  	  
–  Once	  the	  limit	  is	  reached,	  no	  more	  queries	  can	  be	  answered	  
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Tightness	  of	  the	  o(√n)	  bound	  
•  There	  exists	  a	  mechanism	  that	  is	  not	  blatant	  non-‐private,	  and	  

which	  can	  answer	  polylog(T(n))	  queries	  with	  √T(n)	  noise	  per	  
query.	  
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Not	  “Blatant	  non-‐private”	  
•  Suppose	  database	  is	  drawn	  uniformly	  at	  random	  from	  {0,1}n.	  

•  Consider	  2	  Turing	  machines	  with	  Gme	  complexity	  T(n)	  
–  MA

1	  outputs	  pairs	  of	  queries	  and	  perturbed	  answers	  using	  A,	  and	  an	  index	  i	  
–  M2	  takes	  index	  i	  and	  all	  the	  other	  values	  in	  d	  (d-‐i)	  and	  outputs	  di.	  

•  We	  have	  (T(n),	  δ)-‐privacy	  if:	  	  

•  …	  a	  precursor	  to	  differenBal	  privacy	  (next	  class)	  
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Feasibility	  Result	  
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Proof	  Highlights	  
•  A  is  a  polylog(√T(n))-‐perturbation  mechanism
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Proof	  Highlights	  
To  Show:  �
Probability  that  di  =  1  given  �
query  answer  pairs,  and  all  the  �
bits  other  than  di  is  bounded
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Proof	  Highlights	  
•  Adversary’s  conFidence  in  di  =  1  after  L  queries  …

•  Adversary’s  conFidence  starts  at  0,  and  

•  For  privacy,  we  want  to  show  that  
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Proof	  Highlights	  
•  ConFidence  depends  on  all  the  prior  queries.  Maybe  hard  to  
compute.    


•  The  sequence  0  =  conf1,  conf2,  …,  conft  deFines  a  random  walk  
on  a  line,  deFined  by  random  variable  stepi.  

•  We  are  done  if  we  show  that  the  random  walk  needs  more  
than  t  steps  to  reach  δ’  …
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Proof	  Highlights	  
•  Consider  two  cases  when  di  =  1  and  di  =  0.  To  get  answer  al  in  
both  cases  requires  different  noises  k  and  k+1.  


•  We  can  show  expectation  and  absolute  value  of  each  step  is  
small.  
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Proof	  Highlights	  
•  Proof	  can	  be	  completed	  using	  the	  Hoeffdings	  inequality	  

•  The	  step	  random	  variables	  saGsfy	  all	  these	  condiGons.	  	  
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Summary	  
•  Showing	  feasibility	  requires	  defining	  privacy.	  	  

•  Privacy	  defined	  in	  terms	  of	  adversary’s	  posterior	  knowledge	  

•  Algorithm	  uses	  addiGve	  randomizaGon	  and	  maintains	  no	  state	  
about	  previous	  queries	  	  
–  No	  need	  for	  query	  audiGng	  
–  However	  there	  is	  a	  bound	  on	  the	  number	  of	  queries	  allowable.	  	  

•  Precursor	  to	  differenGal	  privacy	  
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Next	  class	  
•  DifferenGal	  Privacy	  
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