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In earlier chapters, we’ve explored the contrast between programming as the produc‐
tion of code that addresses the problem of the moment, and software engineering as
the broader application of code, tools, policies, and processes to a dynamic and
ambiguous problem that can span decades or even lifetimes. In this chapter, we’ll dis‐
cuss the unique responsibilities of an engineer when designing products for a broad
base of users. Further, we evaluate how an organization, by embracing diversity, can
design systems that work for everyone, and avoid perpetuating harm against our
users.

As new as the field of software engineering is, we’re newer still at understanding the
impact it has on underrepresented people and diverse societies. We did not write this
chapter because we know all the answers. We do not. In fact, understanding how to
engineer products that empower and respect all our users is still something Google is
learning to do. We have had many public failures in protecting our most vulnerable
users, and so we are writing this chapter because the path forward to more equitable
products begins with evaluating our own failures and encouraging growth.

We are also writing this chapter because of the increasing imbalance of power
between those who make development decisions that impact the world and those
who simply must accept and live with those decisions that sometimes disadvantage
already marginalized communities globally. It is important to share and reflect on
what we’ve learned so far with the next generation of software engineers. It is even
more important that we help influence the next generation of engineers to be better
than we are today.
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1 Google’s 2019 Diversity Report.
2 @jackyalcine. 2015. “Google Photos, Y’all Fucked up. My Friend’s Not a Gorilla.” Twitter, June 29, 2015.

https://twitter.com/jackyalcine/status/615329515909156865.

Just picking up this book means that you likely aspire to be an exceptional engineer.
You want to solve problems. You aspire to build products that drive positive out‐
comes for the broadest base of people, including people who are the most difficult to
reach. To do this, you will need to consider how the tools you build will be leveraged
to change the trajectory of humanity, hopefully for the better.

Bias Is the Default
When engineers do not focus on users of different nationalities, ethnicities, races,
genders, ages, socioeconomic statuses, abilities, and belief systems, even the most tal‐
ented staff will inadvertently fail their users. Such failures are often unintentional; all
people have certain biases, and social scientists have recognized over the past several
decades that most people exhibit unconscious bias, enforcing and promulgating exist‐
ing stereotypes. Unconscious bias is insidious and often more difficult to mitigate
than intentional acts of exclusion. Even when we want to do the right thing, we might
not recognize our own biases. By the same token, our organizations must also recog‐
nize that such bias exists and work to address it in their workforces, product develop‐
ment, and user outreach.

Because of bias, Google has at times failed to represent users equitably within their
products, with launches over the past several years that did not focus enough on
underrepresented groups. Many users attribute our lack of awareness in these cases to
the fact that our engineering population is mostly male, mostly White or Asian, and
certainly not representative of all the communities that use our products. The lack of
representation of such users in our workforce1 means that we often do not have the
requisite diversity to understand how the use of our products can affect underrepre‐
sented or vulnerable users.

Case Study: Google Misses the Mark on Racial Inclusion
In 2015, software engineer Jacky Alciné pointed out2 that the image recognition algo‐
rithms in Google Photos were classifying his black friends as “gorillas.” Google was
slow to respond to these mistakes and incomplete in addressing them.

What caused such a monumental failure? Several things:

• Image recognition algorithms depend on being supplied a “proper” (often mean‐
ing “complete”) dataset. The photo data fed into Google’s image recognition algo‐
rithm was clearly incomplete. In short, the data did not represent the population.
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3 Many reports in 2018–2019 pointed to a lack of diversity across tech. Some notables include the National
Center for Women & Information Technology, and Diversity in Tech.

4 Tom Simonite, “When It Comes to Gorillas, Google Photos Remains Blind,” Wired, January 11, 2018.

• Google itself (and the tech industry in general) did not (and does not) have much
black representation,3 and that affects decisions subjective in the design of such
algorithms and the collection of such datasets. The unconscious bias of the orga‐
nization itself likely led to a more representative product being left on the table.

• Google’s target market for image recognition did not adequately include such
underrepresented groups. Google’s tests did not catch these mistakes; as a result,
our users did, which both embarrassed Google and harmed our users.

As late as 2018, Google still had not adequately addressed the underlying problem.4

In this example, our product was inadequately designed and executed, failing to
properly consider all racial groups, and as a result, failed our users and caused Google
bad press. Other technology suffers from similar failures: autocomplete can return
offensive or racist results. Google’s Ad system could be manipulated to show racist or
offensive ads. YouTube might not catch hate speech, though it is technically outlawed
on that platform.

In all of these cases, the technology itself is not really to blame. Autocomplete, for
example, was not designed to target users or to discriminate. But it was also not resil‐
ient enough in its design to exclude discriminatory language that is considered hate
speech. As a result, the algorithm returned results that caused harm to our users. The
harm to Google itself should also be obvious: reduced user trust and engagement
with the company. For example, Black, Latinx, and Jewish applicants could lose faith
in Google as a platform or even as an inclusive environment itself, therefore under‐
mining Google’s goal of improving representation in hiring.

How could this happen? After all, Google hires technologists with impeccable educa‐
tion and/or professional experience—exceptional programmers who write the best
code and test their work. “Build for everyone” is a Google brand statement, but the
truth is that we still have a long way to go before we can claim that we do. One way to
address these problems is to help the software engineering organization itself look
like the populations for whom we build products.
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Understanding the Need for Diversity
At Google, we believe that being an exceptional engineer requires that you also focus
on bringing diverse perspectives into product design and implementation. It also
means that Googlers responsible for hiring or interviewing other engineers must con‐
tribute to building a more representative workforce. For example, if you interview
other engineers for positions at your company, it is important to learn how biased
outcomes happen in hiring. There are significant prerequisites for understanding
how to anticipate harm and prevent it. To get to the point where we can build for
everyone, we first must understand our representative populations. We need to
encourage engineers to have a wider scope of educational training.

The first order of business is to disrupt the notion that as a person with a computer
science degree and/or work experience, you have all the skills you need to become an
exceptional engineer. A computer science degree is often a necessary foundation.
However, the degree alone (even when coupled with work experience) will not make
you an engineer. It is also important to disrupt the idea that only people with com‐
puter science degrees can design and build products. Today, most programmers do
have a computer science degree; they are successful at building code, establishing the‐
ories of change, and applying methodologies for problem solving. However, as the
aforementioned examples demonstrate, this approach is insufficient for inclusive and
equitable engineering.

Engineers should begin by focusing all work within the framing of the complete eco‐
system they seek to influence. At minimum, they need to understand the population
demographics of their users. Engineers should focus on people who are different than
themselves, especially people who might attempt to use their products to cause harm.
The most difficult users to consider are those who are disenfranchised by the pro‐
cesses and the environment in which they access technology. To address this chal‐
lenge, engineering teams need to be representative of their existing and future users.
In the absence of diverse representation on engineering teams, individual engineers
need to learn how to build for all users.

Building Multicultural Capacity
One mark of an exceptional engineer is the ability to understand how products can
advantage and disadvantage different groups of human beings. Engineers are
expected to have technical aptitude, but they should also have the discernment to
know when to build something and when not to. Discernment includes building the
capacity to identify and reject features or products that drive adverse outcomes. This
is a lofty and difficult goal, because there is an enormous amount of individualism
that goes into being a high-performing engineer. Yet to succeed, we must extend our
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focus beyond our own communities to the next billion users or to current users who
might be disenfranchised or left behind by our products.

Over time, you might build tools that billions of people use daily—tools that influ‐
ence how people think about the value of human lives, tools that monitor human
activity, and tools that capture and persist sensitive data, such as images of their chil‐
dren and loved ones, as well as other types of sensitive data. As an engineer, you
might wield more power than you realize: the power to literally change society. It’s
critical that on your journey to becoming an exceptional engineer, you understand
the innate responsibility needed to exercise power without causing harm. The first
step is to recognize the default state of your bias caused by many societal and educa‐
tional factors. After you recognize this, you’ll be able to consider the often-forgotten
use cases or users who can benefit or be harmed by the products you build.

The industry continues to move forward, building new use cases for artificial intelli‐
gence (AI) and machine learning at an ever-increasing speed. To stay competitive, we
drive toward scale and efficacy in building a high-talent engineering and technology
workforce. Yet we need to pause and consider the fact that today, some people have
the ability to design the future of technology and others do not. We need to under‐
stand whether the software systems we build will eliminate the potential for entire
populations to experience shared prosperity and provide equal access to technology.

Historically, companies faced with a decision between completing a strategic objec‐
tive that drives market dominance and revenue and one that potentially slows
momentum toward that goal have opted for speed and shareholder value. This ten‐
dency is exacerbated by the fact that many companies value individual performance
and excellence, yet often fail to effectively drive accountability on product equity
across all areas. Focusing on underrepresented users is a clear opportunity to pro‐
mote equity. To continue to be competitive in the technology sector, we need to learn
to engineer for global equity.

Today, we worry when companies design technology to scan, capture, and identify
people walking down the street. We worry about privacy and how governments
might use this information now and in the future. Yet most technologists do not have
the requisite perspective of underrepresented groups to understand the impact of
racial variance in facial recognition or to understand how applying AI can drive
harmful and inaccurate results.

Currently, AI-driven facial-recognition software continues to disadvantage people of
color or ethnic minorities. Our research is not comprehensive enough and does not
include a wide enough range of different skin tones. We cannot expect the output to
be valid if both the training data and those creating the software represent only a
small subsection of people. In those cases, we should be willing to delay development
in favor of trying to get more complete and accurate data, and a more comprehensive
and inclusive product.
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Data science itself is challenging for humans to evaluate, however. Even when we do
have representation, a training set can still be biased and produce invalid results. A
study completed in 2016 found that more than 117 million American adults are in a
law enforcement facial recognition database.5 Due to the disproportionate policing of
Black communities and disparate outcomes in arrests, there could be racially biased
error rates in utilizing such a database in facial recognition. Although the software is
being developed and deployed at ever-increasing rates, the independent testing is not.
To correct for this egregious misstep, we need to have the integrity to slow down and
ensure that our inputs contain as little bias as possible. Google now offers statistical
training within the context of AI to help ensure that datasets are not intrinsically
biased.

Therefore, shifting the focus of your industry experience to include more compre‐
hensive, multicultural, race and gender studies education is not only your responsibil‐
ity, but also the responsibility of your employer. Technology companies must ensure
that their employees are continually receiving professional development and that this
development is comprehensive and multidisciplinary. The requirement is not that
one individual take it upon themselves to learn about other cultures or other demo‐
graphics alone. Change requires that each of us, individually or as leaders of teams,
invest in continuous professional development that builds not just our software
development and leadership skills, but also our capacity to understand the diverse
experiences throughout humanity.

Making Diversity Actionable
Systemic equity and fairness are attainable if we are willing to accept that we are all
accountable for the systemic discrimination we see in the technology sector. We are
accountable for the failures in the system. Deferring or abstracting away personal
accountability is ineffective, and depending on your role, it could be irresponsible. It
is also irresponsible to fully attribute dynamics at your specific company or within
your team to the larger societal issues that contribute to inequity. A favorite line
among diversity proponents and detractors alike goes something like this: “We are
working hard to fix (insert systemic discrimination topic), but accountability is hard.
How do we combat (insert hundreds of years) of historical discrimination?” This line
of inquiry is a detour to a more philosophical or academic conversation and away
from focused efforts to improve work conditions or outcomes. Part of building multi‐
cultural capacity requires a more comprehensive understanding of how systems of
inequality in society impact the workplace, especially in the technology sector.
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If you are an engineering manager working on hiring more people from underrepre‐
sented groups, deferring to the historical impact of discrimination in the world is a
useful academic exercise. However, it is critical to move beyond the academic conver‐
sation to a focus on quantifiable and actionable steps that you can take to drive equity
and fairness. For example, as a hiring software engineer manager, you’re accountable
for ensuring that your candidate slates are balanced. Are there women or other
underrepresented groups in the pool of candidates’ reviews? After you hire someone,
what opportunities for growth have you provided, and is the distribution of opportu‐
nities equitable? Every technology lead or software engineering manager has the
means to augment equity on their teams. It is important that we acknowledge that,
although there are significant systemic challenges, we are all part of the system. It is
our problem to fix.

Reject Singular Approaches
We cannot perpetuate solutions that present a single philosophy or methodology for
fixing inequity in the technology sector. Our problems are complex and multifacto‐
rial. Therefore, we must disrupt singular approaches to advancing representation in
the workplace, even if they are promoted by people we admire or who have institu‐
tional power.

One singular narrative held dear in the technology industry is that lack of representa‐
tion in the workforce can be addressed solely by fixing the hiring pipelines. Yes, that
is a fundamental step, but that is not the immediate issue we need to fix. We need to
recognize systemic inequity in progression and retention while simultaneously focus‐
ing on more representative hiring and educational disparities across lines of race,
gender, and socioeconomic and immigration status, for example.

In the technology industry, many people from underrepresented groups are passed
over daily for opportunities and advancement. Attrition among Black+ Google
employees outpaces attrition from all other groups and confounds progress on repre‐
sentation goals. If we want to drive change and increase representation, we need to
evaluate whether we’re creating an ecosystem in which all aspiring engineers and
other technology professionals can thrive.

Fully understanding an entire problem space is critical to determining how to fix it.
This holds true for everything from a critical data migration to the hiring of a repre‐
sentative workforce. For example, if you are an engineering manager who wants to
hire more women, don’t just focus on building a pipeline. Focus on other aspects of
the hiring, retention, and progression ecosystem and how inclusive it might or might
not be to women. Consider whether your recruiters are demonstrating the ability to
identify strong candidates who are women as well as men. If you manage a diverse
engineering team, focus on psychological safety and invest in increasing multicultural
capacity on the team so that new team members feel welcome.
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A common methodology today is to build for the majority use case first, leaving
improvements and features that address edge cases for later. But this approach is
flawed; it gives users who are already advantaged in access to technology a head start,
which increases inequity. Relegating the consideration of all user groups to the point
when design has been nearly completed is to lower the bar of what it means to be an
excellent engineer. Instead, by building in inclusive design from the start and raising
development standards for development to make tools delightful and accessible for
people who struggle to access technology, we enhance the experience for all users.

Designing for the user who is least like you is not just wise, it’s a best practice. There
are pragmatic and immediate next steps that all technologists, regardless of domain,
should consider when developing products that avoid disadvantaging or underrepre‐
senting users. It begins with more comprehensive user-experience research. This
research should be done with user groups that are multilingual and multicultural and
that span multiple countries, socioeconomic class, abilities, and age ranges. Focus on
the most difficult or least represented use case first.

Challenge Established Processes
Challenging yourself to build more equitable systems goes beyond designing more
inclusive product specifications. Building equitable systems sometimes means chal‐
lenging established processes that drive invalid results.

Consider a recent case evaluated for equity implications. At Google, several engineer‐
ing teams worked to build a global hiring requisition system. The system supports
both external hiring and internal mobility. The engineers and product managers
involved did a great job of listening to the requests of what they considered to be their
core user group: recruiters. The recruiters were focused on minimizing wasted time
for hiring managers and applicants, and they presented the development team with
use cases focused on scale and efficiency for those people. To drive efficiency, the
recruiters asked the engineering team to include a feature that would highlight per‐
formance ratings—specifically lower ratings—to the hiring manager and recruiter as
soon as an internal transfer expressed interest in a job.

On its face, expediting the evaluation process and helping jobseekers save time is a
great goal. So where is the potential equity concern? The following equity questions
were raised:

• Are developmental assessments a predictive measure of performance?
• Are the performance assessments being presented to prospective managers free

of individual bias?
• Are performance assessment scores standardized across organizations?
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If the answer to any of these questions is “no,” presenting performance ratings could
still drive inequitable, and therefore invalid, results.

When an exceptional engineer questioned whether past performance was in fact pre‐
dictive of future performance, the reviewing team decided to conduct a thorough
review. In the end, it was determined that candidates who had received a poor perfor‐
mance rating were likely to overcome the poor rating if they found a new team. In
fact, they were just as likely to receive a satisfactory or exemplary performance rating
as candidates who had never received a poor rating. In short, performance ratings are
indicative only of how a person is performing in their given role at the time they are
being evaluated. Ratings, although an important way to measure performance during
a specific period, are not predictive of future performance and should not be used to
gauge readiness for a future role or qualify an internal candidate for a different team.
(They can, however, be used to evaluate whether an employee is properly or improp‐
erly slotted on their current team; therefore, they can provide an opportunity to eval‐
uate how to better support an internal candidate moving forward.)

This analysis definitely took up significant project time, but the positive trade-off was
a more equitable internal mobility process.

Values Versus Outcomes
Google has a strong track record of investing in hiring. As the previous example illus‐
trates, we also continually evaluate our processes in order to improve equity and
inclusion. More broadly, our core values are based on respect and an unwavering
commitment to a diverse and inclusive workforce. Yet, year after year, we have also
missed our mark on hiring a representative workforce that reflects our users around
the globe. The struggle to improve our equitable outcomes persists despite the poli‐
cies and programs in place to help support inclusion initiatives and promote excel‐
lence in hiring and progression. The failure point is not in the values, intentions, or
investments of the company, but rather in the application of those policies at the
implementation level.

Old habits are hard to break. The users you might be used to designing for today—
the ones you are used to getting feedback from—might not be representative of all the
users you need to reach. We see this play out frequently across all kinds of products,
from wearables that do not work for women’s bodies to video-conferencing software
that does not work well for people with darker skin tones.

So, what’s the way out?

1. Take a hard look in the mirror. At Google, we have the brand slogan, “Build For
Everyone.” How can we build for everyone when we do not have a representative
workforce or engagement model that centralizes community feedback first? We
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can’t. The truth is that we have at times very publicly failed to protect our most
vulnerable users from racist, antisemitic, and homophobic content.

2. Don’t build for everyone. Build with everyone. We are not building for every‐
one yet. That work does not happen in a vacuum, and it certainly doesn’t happen
when the technology is still not representative of the population as a whole. That
said, we can’t pack up and go home. So how do we build for everyone? We build
with our users. We need to engage our users across the spectrum of humanity
and be intentional about putting the most vulnerable communities at the center
of our design. They should not be an afterthought.

3. Design for the user who will have the most difficulty using your product.
Building for those with additional challenges will make the product better for
everyone. Another way of thinking about this is: don’t trade equity for short-term
velocity.

4. Don’t assume equity; measure equity throughout your systems. Recognize that
decision makers are also subject to bias and might be undereducated about the
causes of inequity. You might not have the expertise to identify or measure the
scope of an equity issue. Catering to a single userbase might mean disenfranchis‐
ing another; these trade-offs can be difficult to spot and impossible to reverse.
Partner with individuals or teams that are subject matter experts in diversity,
equity, and inclusion.

5. Change is possible. The problems we’re facing with technology today, from sur‐
veillance to disinformation to online harassment, are genuinely overwhelming.
We can’t solve these with the failed approaches of the past or with just the skills
we already have. We need to change.

Stay Curious, Push Forward
The path to equity is long and complex. However, we can and should transition from
simply building tools and services to growing our understanding of how the products
we engineer impact humanity. Challenging our education, influencing our teams and
managers, and doing more comprehensive user research are all ways to make pro‐
gress. Although change is uncomfortable and the path to high performance can be
painful, it is possible through collaboration and creativity.

Lastly, as future exceptional engineers, we should focus first on the users most impac‐
ted by bias and discrimination. Together, we can work to accelerate progress by
focusing on Continuous Improvement and owning our failures. Becoming an engi‐
neer is an involved and continual process. The goal is to make changes that push
humanity forward without further disenfranchising the disadvantaged. As future
exceptional engineers, we have faith that we can prevent future failures in the system.
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Conclusion
Developing software, and developing a software organization, is a team effort. As a
software organization scales, it must respond and adequately design for its user base,
which in the interconnected world of computing today involves everyone, locally and
around the world. More effort must be made to make both the development teams
that design software and the products that they produce reflect the values of such a
diverse and encompassing set of users. And, if an engineering organization wants to
scale, it cannot ignore underrepresented groups; not only do such engineers from
these groups augment the organization itself, they provide unique and necessary per‐
spectives for the design and implementation of software that is truly useful to the
world at large.

TL;DRs
• Bias is the default.
• Diversity is necessary to design properly for a comprehensive user base.
• Inclusivity is critical not just to improving the hiring pipeline for underrepresen‐

ted groups, but to providing a truly supportive work environment for all people.
• Product velocity must be evaluated against providing a product that is truly use‐

ful to all users. It’s better to slow down than to release a product that might cause
harm to some users.

Conclusion | 79


	Cover
	Copyright
	Table of Contents
	Foreword
	Preface
	Programming Over Time
	Google’s Perspective
	What This Book Isn’t
	Parting Remarks
	Conventions Used in This Book
	O’Reilly Online Learning
	How to Contact Us
	Acknowledgments

	Part I. Thesis
	Chapter 1. What Is Software Engineering?
	Time and Change
	Hyrum’s Law
	Example: Hash Ordering
	Why Not Just Aim for “Nothing Changes”?

	Scale and Efficiency
	Policies That Don’t Scale
	Policies That Scale Well
	Example: Compiler Upgrade
	Shifting Left

	Trade-offs and Costs
	Example: Markers
	Inputs to Decision Making
	Example: Distributed Builds
	Example: Deciding Between Time and Scale
	Revisiting Decisions, Making Mistakes

	Software Engineering Versus Programming
	Conclusion
	TL;DRs


	Part II. Culture
	Chapter 2. How to Work Well on Teams
	Help Me Hide My Code
	The Genius Myth
	Hiding Considered Harmful
	Early Detection
	The Bus Factor
	Pace of Progress
	In Short, Don’t Hide

	It’s All About the Team
	The Three Pillars of Social Interaction
	Why Do These Pillars Matter?
	Humility, Respect, and Trust in Practice
	Blameless Post-Mortem Culture
	Being Googley

	Conclusion
	TL;DRs

	Chapter 3. Knowledge Sharing
	Challenges to Learning
	Philosophy
	Setting the Stage: Psychological Safety
	Mentorship
	Psychological Safety in Large Groups

	Growing Your Knowledge
	Ask Questions
	Understand Context

	Scaling Your Questions: Ask the Community
	Group Chats
	Mailing Lists
	YAQS: Question-and-Answer Platform

	Scaling Your Knowledge: You Always Have Something to Teach
	Office Hours
	Tech Talks and Classes
	Documentation
	Code

	Scaling Your Organization’s Knowledge
	Cultivating a Knowledge-Sharing Culture
	Establishing Canonical Sources of Information
	Staying in the Loop

	Readability: Standardized Mentorship Through Code Review
	What Is the Readability Process?
	Why Have This Process?

	Conclusion
	TL;DRs

	Chapter 4. Engineering for Equity
	Bias Is the Default
	Understanding the Need for Diversity
	Building Multicultural Capacity
	Making Diversity Actionable
	Reject Singular Approaches
	Challenge Established Processes
	Values Versus Outcomes
	Stay Curious, Push Forward
	Conclusion
	TL;DRs

	Chapter 5. How to Lead a Team
	Managers and Tech Leads (and Both)
	The Engineering Manager
	The Tech Lead
	The Tech Lead Manager

	Moving from an Individual Contributor Role to a Leadership Role
	The Only Thing to Fear Is…Well, Everything
	Servant Leadership

	The Engineering Manager
	Manager Is a Four-Letter Word
	Today’s Engineering Manager

	Antipatterns
	Antipattern: Hire Pushovers
	Antipattern: Ignore Low Performers
	Antipattern: Ignore Human Issues
	Antipattern: Be Everyone’s Friend
	Antipattern: Compromise the Hiring Bar
	Antipattern: Treat Your Team Like Children

	Positive Patterns
	Lose the Ego
	Be a Zen Master
	Be a Catalyst
	Remove Roadblocks
	Be a Teacher and a Mentor
	Set Clear Goals
	Be Honest
	Track Happiness

	The Unexpected Question
	Other Tips and Tricks
	People Are Like Plants
	Intrinsic Versus Extrinsic Motivation

	Conclusion
	TL;DRs

	Chapter 6. Leading at Scale
	Always Be Deciding
	The Parable of the Airplane
	Identify the Blinders
	Identify the Key Trade-Offs
	Decide, Then Iterate

	Always Be Leaving
	Your Mission: Build a “Self-Driving” Team
	Dividing the Problem Space

	Always Be Scaling
	The Cycle of Success
	Important Versus Urgent
	Learn to Drop Balls
	Protecting Your Energy

	Conclusion
	TL;DRs

	Chapter 7. Measuring Engineering Productivity
	Why Should We Measure Engineering Productivity?
	Triage: Is It Even Worth Measuring?
	Selecting Meaningful Metrics with Goals and Signals
	Goals
	Signals
	Metrics
	Using Data to Validate Metrics
	Taking Action and Tracking Results
	Conclusion
	TL;DRs


	Part III. Processes
	Chapter 8. Style Guides and Rules
	Why Have Rules?
	Creating the Rules
	Guiding Principles
	The Style Guide

	Changing the Rules
	The Process
	The Style Arbiters
	Exceptions

	Guidance
	Applying the Rules
	Error Checkers
	Code Formatters

	Conclusion
	TL;DRs

	Chapter 9. Code Review
	Code Review Flow
	How Code Review Works at Google
	Code Review Benefits
	Code Correctness
	Comprehension of Code
	Code Consistency
	Psychological and Cultural Benefits
	Knowledge Sharing

	Code Review Best Practices
	Be Polite and Professional
	Write Small Changes
	Write Good Change Descriptions
	Keep Reviewers to a Minimum
	Automate Where Possible

	Types of Code Reviews
	Greenfield Code Reviews
	Behavioral Changes, Improvements, and Optimizations
	Bug Fixes and Rollbacks
	Refactorings and Large-Scale Changes

	Conclusion
	TL;DRs

	Chapter 10. Documentation
	What Qualifies as Documentation?
	Why Is Documentation Needed?
	Documentation Is Like Code
	Know Your Audience
	Types of Audiences

	Documentation Types
	Reference Documentation
	Design Docs
	Tutorials
	Conceptual Documentation
	Landing Pages

	Documentation Reviews
	Documentation Philosophy
	WHO, WHAT, WHEN, WHERE, and WHY
	The Beginning, Middle, and End
	The Parameters of Good Documentation
	Deprecating Documents

	When Do You Need Technical Writers?
	Conclusion
	TL;DRs

	Chapter 11. Testing Overview
	Why Do We Write Tests?
	The Story of Google Web Server
	Testing at the Speed of Modern Development
	Write, Run, React
	Benefits of Testing Code

	Designing a Test Suite
	Test Size
	Test Scope
	The Beyoncé Rule
	A Note on Code Coverage

	Testing at Google Scale
	The Pitfalls of a Large Test Suite

	History of Testing at Google
	Orientation Classes
	Test Certified
	Testing on the Toilet
	Testing Culture Today

	The Limits of Automated Testing
	Conclusion
	TL;DRs

	Chapter 12. Unit Testing
	The Importance of Maintainability
	Preventing Brittle Tests
	Strive for Unchanging Tests
	Test via Public APIs
	Test State, Not Interactions

	Writing Clear Tests
	Make Your Tests Complete and Concise
	Test Behaviors, Not Methods
	Don’t Put Logic in Tests
	Write Clear Failure Messages

	Tests and Code Sharing: DAMP, Not DRY
	Shared Values
	Shared Setup
	Shared Helpers and Validation
	Defining Test Infrastructure

	Conclusion
	TL;DRs

	Chapter 13. Test Doubles
	The Impact of Test Doubles on Software Development
	Test Doubles at Google
	Basic Concepts
	An Example Test Double
	Seams
	Mocking Frameworks

	Techniques for Using Test Doubles
	Faking
	Stubbing
	Interaction Testing

	Real Implementations
	Prefer Realism Over Isolation
	How to Decide When to Use a Real Implementation

	Faking
	Why Are Fakes Important?
	When Should Fakes Be Written?
	The Fidelity of Fakes
	Fakes Should Be Tested
	What to Do If a Fake Is Not Available

	Stubbing
	The Dangers of Overusing Stubbing
	When Is Stubbing Appropriate?

	Interaction Testing
	Prefer State Testing Over Interaction Testing
	When Is Interaction Testing Appropriate?
	Best Practices for Interaction Testing

	Conclusion
	TL;DRs

	Chapter 14. Larger Testing
	What Are Larger Tests?
	Fidelity
	Common Gaps in Unit Tests
	Why Not Have Larger Tests?

	Larger Tests at Google
	Larger Tests and Time
	Larger Tests at Google Scale

	Structure of a Large Test
	The System Under Test
	Test Data
	Verification

	Types of Larger Tests
	Functional Testing of One or More Interacting Binaries
	Browser and Device Testing
	Performance, Load, and Stress testing
	Deployment Configuration Testing
	Exploratory Testing
	A/B Diff Regression Testing
	UAT
	Probers and Canary Analysis
	Disaster Recovery and Chaos Engineering
	User Evaluation

	Large Tests and the Developer Workflow
	Authoring Large Tests
	Running Large Tests
	Owning Large Tests

	Conclusion
	TL;DRs

	Chapter 15. Deprecation
	Why Deprecate?
	Why Is Deprecation So Hard?
	Deprecation During Design

	Types of Deprecation
	Advisory Deprecation
	Compulsory Deprecation
	Deprecation Warnings

	Managing the Deprecation Process
	Process Owners
	Milestones
	Deprecation Tooling

	Conclusion
	TL;DRs


	Part IV. Tools
	Chapter 16. Version Control and Branch Management
	What Is Version Control?
	Why Is Version Control Important?
	Centralized VCS Versus Distributed VCS
	Source of Truth
	Version Control Versus Dependency Management

	Branch Management
	Work in Progress Is Akin to a Branch
	Dev Branches
	Release Branches

	Version Control at Google
	One Version
	Scenario: Multiple Available Versions
	The “One-Version” Rule
	(Nearly) No Long-Lived Branches
	What About Release Branches?

	Monorepos
	Future of Version Control
	Conclusion
	TL;DRs

	Chapter 17. Code Search
	The Code Search UI
	How Do Googlers Use Code Search?
	Where?
	What?
	How?
	Why?
	Who and When?

	Why a Separate Web Tool?
	Scale
	Zero Setup Global Code View
	Specialization
	Integration with Other Developer Tools
	API Exposure

	Impact of Scale on Design
	Search Query Latency
	Index Latency

	Google’s Implementation
	Search Index
	Ranking

	Selected Trade-Offs
	Completeness: Repository at Head
	Completeness: All Versus Most-Relevant Results
	Completeness: Head Versus Branches Versus All History Versus Workspaces
	Expressiveness: Token Versus Substring Versus Regex

	Conclusion
	TL;DRs

	Chapter 18. Build Systems and Build Philosophy
	Purpose of a Build System
	What Happens Without a Build System?
	But All I Need Is a Compiler!
	Shell Scripts to the Rescue?

	Modern Build Systems
	It’s All About Dependencies
	Task-Based Build Systems
	Artifact-Based Build Systems
	Distributed Builds
	Time, Scale, Trade-Offs

	Dealing with Modules and Dependencies
	Using Fine-Grained Modules and the 1:1:1 Rule
	Minimizing Module Visibility
	Managing Dependencies

	Conclusion
	TL;DRs

	Chapter 19. Critique: Google’s Code Review Tool
	Code Review Tooling Principles
	Code Review Flow
	Notifications

	Stage 1: Create a Change
	Diffing
	Analysis Results
	Tight Tool Integration

	Stage 2: Request Review
	Stages 3 and 4: Understanding and Commenting on a Change
	Commenting
	Understanding the State of a Change

	Stage 5: Change Approvals (Scoring a Change)
	Stage 6: Commiting a Change
	After Commit: Tracking History

	Conclusion
	TL;DRs

	Chapter 20. Static Analysis
	Characteristics of Effective Static Analysis
	Scalability
	Usability

	Key Lessons in Making Static Analysis Work
	Focus on Developer Happiness
	Make Static Analysis a Part of the Core Developer Workflow
	Empower Users to Contribute

	Tricorder: Google’s Static Analysis Platform
	Integrated Tools
	Integrated Feedback Channels
	Suggested Fixes
	Per-Project Customization
	Presubmits
	Compiler Integration
	Analysis While Editing and Browsing Code

	Conclusion
	TL;DRs

	Chapter 21. Dependency Management
	Why Is Dependency Management So Difficult?
	Conflicting Requirements and Diamond Dependencies

	Importing Dependencies
	Compatibility Promises
	Considerations When Importing
	How Google Handles Importing Dependencies

	Dependency Management, In Theory
	Nothing Changes (aka The Static Dependency Model)
	Semantic Versioning
	Bundled Distribution Models
	Live at Head

	The Limitations of SemVer
	SemVer Might Overconstrain
	SemVer Might Overpromise
	Motivations
	Minimum Version Selection
	So, Does SemVer Work?

	Dependency Management with Infinite Resources
	Exporting Dependencies

	Conclusion
	TL;DRs

	Chapter 22. Large-Scale Changes
	What Is a Large-Scale Change?
	Who Deals with LSCs?
	Barriers to Atomic Changes
	Technical Limitations
	Merge Conflicts
	No Haunted Graveyards
	Heterogeneity
	Testing
	Code Review

	LSC Infrastructure
	Policies and Culture
	Codebase Insight
	Change Management
	Testing
	Language Support

	The LSC Process
	Authorization
	Change Creation
	Sharding and Submitting
	Cleanup

	Conclusion
	TL;DRs

	Chapter 23. Continuous Integration
	CI Concepts
	Fast Feedback Loops
	Automation
	Continuous Testing
	CI Challenges
	Hermetic Testing

	CI at Google
	CI Case Study: Google Takeout
	But I Can’t Afford CI

	Conclusion
	TL;DRs

	Chapter 24. Continuous Delivery
	Idioms of Continuous Delivery at Google
	Velocity Is a Team Sport: How to Break Up a Deployment into Manageable Pieces
	Evaluating Changes in Isolation: Flag-Guarding Features
	Striving for Agility: Setting Up a Release Train
	No Binary Is Perfect
	Meet Your Release Deadline

	Quality and User-Focus: Ship Only What Gets Used
	Shifting Left: Making Data-Driven Decisions Earlier
	Changing Team Culture: Building Discipline into Deployment
	Conclusion
	TL;DRs

	Chapter 25. Compute as a Service
	Taming the Compute Environment
	Automation of Toil
	Containerization and Multitenancy
	Summary

	Writing Software for Managed Compute
	Architecting for Failure
	Batch Versus Serving
	Managing State
	Connecting to a Service
	One-Off Code

	CaaS Over Time and Scale
	Containers as an Abstraction
	One Service to Rule Them All
	Submitted Configuration

	Choosing a Compute Service
	Centralization Versus Customization
	Level of Abstraction: Serverless
	Public Versus Private

	Conclusion
	TL;DRs


	Part V. Conclusion
	Afterword
	Index
	About the Authors
	Colophon

