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Remote Procedure Calls Widely Used

Cluster Orchestrator

Distributed Data Store

Consensus Protocol

Network Filesystem Data Analytics Framework

Deep Learning System

• [1] Aequitas: Admission Control for Performance-Critical RPCs in Datacenters, SIGCOMM ’22

• [2] Profiling a Warehouse-Scale Computer, ISCA ‘15 3

In Google’s datacenter, RPCs

• generate >95% of application traffic[1]

• spend ~10% of its CPU cycles[2]



What’s Remote Procedure Call?
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3 App compiles with the stub and RPC library Andrew D. Birrel and Bruce Jay Nelson, 
Implementing Remote Procedure Calls, 
ACM Transactions on Computer Systems 
2(1):39-59, February 1984

gRPC, Thrift, eRPC

Cap’n Proto, rpclib, XML-RPC 

brpc, tarpc, tonic…

RPC-as-a-library



• How to extend procedure call to remote processes?


• What’s a remote procedure call?


• Calls a procedure at a different address space


• Transfer of both control and data across a communication network


• Purpose: making distributed computation easy


• Developers do not need to be communication experts


• Semantic should be similar to local procedure call, so that less additional code need to be 
written around RPC

Remote Procedure Call





• Precise semantics of a call in the presence of machine and network failure


• How to pass RPC arguments without shared address space


• Integration of RPCs into existing programming systems


• Binding (how the caller knows where the callee is)


• The data and control protocol between caller and callee


• Data integrity and security

Issues faced by RPC designers



• Shared address space


• Hard to integrate remote addresses into programming languages


• Hard to achieve efficiency


• Directly using network-level primitives (e.g., TCP, UDP, PUP in the original 
RPC paper)


• Require network expert to write application code

What are the alternatives?



RPC Workflow



• In original RPC paper, stub is automatically generated by a program called 
Lupine.


• User specifics an interface module: a list of procedure names, types of their 
arguments and results


• Lupine is responsible for generating code for packing and unpacking arguments 
and results


• gRPC uses Protobuf to generate stubs

Stub Generation



Stub in gRPC



How to Use Generated Stub?



• The original RPC paper uses Grapevine distributed database for binding.


• Think about the database stores a mapping from name to <IP address, port>

Binding



• The original RPC paper uses Grapevine distributed database for binding.


• Think about the database stores a mapping from name to <IP address, port>


• gRPC directly reuse HTTP/2 for binding

Binding



• The original RPC paper uses PUP.

Transport Protocol



• The original RPC paper uses PUP.


• gRPC directly uses HTTP/2, which is inherently TCP

Transport Protocol



Handling Network Errors



• If the call returns to the user, then the procedure in the server has been 
invoked precisely once.


• If an exception is reported to the user, the procedure will have been invoked 
either once or not at all. The user does not know which.


• If an exception is reported to the user, the user does not know whether the 
server has crashed or whether there is a problem in the network.

RPC Semantic - At Most Once



• Exactly once?


• Strong performance penalty: Need to involve the disk


• At least once?


• Client may need to wait forever

Why not exactly once or at-least once?





Limitation #1: Substantial Overheads in the face of Network Policies 
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• Upgrade of RPC implementation requires (1) shutting down applications, (2) 
recompilation of the application with the RPC library, (3) deployment of the 
new application binary, (4) rebooting the application


• However, upgrades are sometimes necessary for bug fixes


• Google’s RPC library, gRPC, has monthly release cycle


• Today, downtime have to be scheduled and communicated explicitly to 
application users; or masked by replication


• Even more challenging if need cross language RPC

Limitation #2: No way to live upgrade an RPC implementation
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mRPC Overview
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What’s the difference?
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Benefit #1: Reduced Marshalling Costs
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A shim layer which put RPCs

on to shared memory queues

mRPC service is a 
modular framework. 

Each module can be 

live upgraded.
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Benefit #3: Integration with Fast NIC Hardware
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Applications are not aware

of the underlying transport 

(TCP vs. RDMA)

mRPC service has global view of 
workloads on NIC and can 

optimize workloads using global 
information.



Traditional RPC Libraries
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In traditional RPC libraries, marshal/
unmarshal and service methods code 
will be generated as a stub and loaded 
into user applications as a library
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mRPC’s Solution
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mRPC’s Solution
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In mRPC, marshal/unmarshal code are decoupled from 
user stub,  and generated/loaded by mRPC service instead
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Evaluation: Small RPC Latency

Median Latency 
(μs)

P99 Latency 
(μs)

eRPC 3.6 4.1
mRPC 7.6 8.7
eRPC + Proxy 11.3 15.6
mRPC + NullPolicy 7.9 9.1

• RDMA transport

• 64-byte RPC requests, 8-byte replies

Speed-up by 1.7x
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Evaluation: Large RPC Goodput

• TCP transport

• Keep 128 concurrent 

RPCs to hide latency

Speed-up by 3.1x
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Evaluated on testbed of servers with 100 Gbps Mellanox 
Connect-X5 NICs and Xeon 5215 CPUs



Evaluation: Policy Enforcement

• Filter RPCs based on string matching on one field

• 1% requests will not pass

<6% overhead
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