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San Francisco has become the
first city to forbid local
agencies from using facial-
recognition software. The
Stop Secret Surveillance
Ordinance, enacted
Wednesday, asserts that the
technology’s “propensity . . .
to endanger civil rights and
civil liberties substantially
outweighs its purported
benefits.”

That’s open to debate, for
facial recognition does offer serious law-enforcement benefits. Cops in a video command center
tried to tap into Boston’s network of public and (mostly) private surveillance cameras to track
the suspects in the 2013 marathon bombing. But the facial-recognition software system failed
to pick up the Tsarnaev brothers as they moved across Boston and its suburbs because its
algorithms required full-frontal images for comparison.

Yet the civil-liberties concerns are equally real. Last summer New York’s Metropolitan
Transportation Authority began installing cameras to scan motorists’ faces at bridges and
tunnels connecting Manhattan to other boroughs. Five seconds after a car enters the crossing,
its driver’s face is processed and compared to a state database. On the other side, Gov. Andrew
Cuomo explained at a press conference at the time, police wait to nab people “for warrants,
suspected felons, parole violators, terrorist suspects.”
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That’s not all: “Because many times a person will turn their head when they see a security
camera,” Mr. Cuomo said, “they are now experimenting with technology that just identifies a
person by their ear, believe it or not.”

The federal government is involved, too. In 2017 President Trump signed an executive order
calling for facial biometric scanning of all international travelers through America’s top 20
airports by 2021. The Department of Homeland Security is assembling a biometric database
called Homeland Advanced Recognition Technology. The National Security Agency scans and
stores millions of faces from the web. Facebook is one of many companies collecting images of
its users’ faces.

Facial recognition has many potential benefits beyond tracking criminals—helping to find
missing persons, deterring crime, even identifying symptoms of disease. But for politicians and
law-enforcement agents, even well-intentioned ones, there’s also the risk of abuse.

Consider the Foreign Intelligence Surveillance Act of 1978. FISA and its special court for
surveillance warrants came to broad public attention only after the 9/11 attacks and the ensuing
global war on terror. When Americans found out about this tool for intercepting signals
intelligence, many reasonably assumed that FISA warrants would be used responsibly to
prevent terrorist attacks. Now it seems the Obama administration used it to spy on the Trump
campaign for domestic political purposes.

Sometimes it’s wise to face the ramifications of a new technology in advance rather than
reacting after it’s too late. Perhaps society will decide the benefits of facial-recognition
technology outweigh the costs. But lawmakers should have this debate before a brave new
world becomes inevitable.

Mr. Rall is a political cartoonist and author of “Francis: The People’s Pope,” the latest in his
series of graphic novel-format biographies.

Appeared in the May 16, 2019, print edition.

Copyright © 2020 Dow Jones & Company, Inc. All Rights Reserved

https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjstNSZTV6MMoGB8cLRcUPLzHml0EJXoXNkmOKhSNshPBZacQarmq2r8Taz-WIHD4BI_D9APz9PfOv5PdNh4aoWBjhDBg9m1lACSrsdNlloqaBUMHiNRfRREnYqTpzThDC7dDwruUDHhWtHNiQnTYcKF6PVNqfw-k4twZt7gTSbztzt464BLNfjAmJ6d-On28EjdwtyIevsPQVaozQMm9EqS2l7BFQlQKsb7oozWRVCW0InEc5rMC-3X2iOTRVPB_PQfozpq0&sig=Cg0ArKJSzInZCsW7-avX&adurl=https://www.wsj.com/articles/selena-gomez-interview-cover-story-rare-11576604845&nm=1
https://www.wsj.com/market-data/quotes/FB


1/28/2020 The Pros and Cons of Facial Recognition - WSJ

https://www.wsj.com/articles/the-pros-and-cons-of-facial-recognition-11557960103 3/3

This copy is for your personal, non-commercial use only. To order presentation-ready copies for distribution to your colleagues, clients or customers visit
https://www.djreprints.com.


